Information on 

Spyware and Adware

What is Spyware / Adware ?

Spyware is software that transmits personal or personally identifiable information from your computer without your knowledge.  Spyware is typically not the product you install itself, but small add-ons that are automatically included  when you install other software, or it is installed when your visit websites that insist that you "click to install" software before you are allowed to view the site.  Not only does Spyware pose a security risk to your data, but it can cause other software on your computer to malfunction with unexpected side-effects.

Adware is similar to spyware, but does not transmit personally identifiable information, or at least the collector promises not to sell it. Instead, aggregated usage information is collected.  Adware is also often a side-effect of spyware, as both monitor you for a sole purpose – delivering you advertisements that are especially tailored to your habits.  This results in more "pop-up" adverts, and can cause side-effects with other software on your computer.

How to remove Spyware and Adware

There are various tools available to remove Spyware and Adware from your computer.  One such tool is a shareware product called "Spybot – Search & Destroy" from Safer Networking Limited.  The rest of this document shows you how to download the Spybot software, install it onto your computer, perform a full scan then remove any spyware or adware it detected.

Stage 1 - Downloading the Spybot software.

Import information: Please read the "Legal Information" at the end of this document before proceeding.

· From Internet Explorer, visit the DGL website at www.dglit.com

· Once there, select "Customer Support", then "Downloads".

· Scroll down until you reach the "Anti-Virus Updates and Removal Tools" section and click on the "Spybot Search And Destroy" option.

· When Internet Explorer  asks what to do with the file, click "Open" (or "Run", depending on your version of Internet Explorer)

Stage 2 - Installing Spybot

· Once downloaded, you will be asked to select a language. It should default to "English" so just click "OK".

· Click "Next"

· Click "I accept the agreement", then "Next" again

· Keep clicking "Next" on each subsequent screen, until you reach the "Ready to install" screen. Click "Install".

· Once installed, click "Finish"

Stage 3 - Preparing Spybot

· On the "Legal stuff" screen that pops up, read the message then click "Don't show this message again", then click "OK"

· Click "Create registry backup" (this may take a few minutes to complete, during which time your computer may appear to freeze)

· Once complete, click "Next".

· Click "Search for updates"

· Click "Download all available updates"

· Click "Next"

· DO NOT click "Immunise this system", instead click "Next"

· Click "Start using the program"

Stage 4 - Search for Spyware/Adware

· Click the "Search & Destroy" icon on the left hand side.

· Click "Check for problems".  This may take some time, depending on the age of your computer and the amount of different software programs installed.  The blue bar will indicate progress.

Stage 5 – Remove the Spyware/Adware

Once the scan is complete, the results will be displayed.

Results shown in red are classed as "spyware" or similar threats, and should be removed.  Results shown in green are classed as "usage trackers".  Whilst these entries do not pose a threat to your computer, they represent a potential privacy risk as they are used to monitor your computers.

If you recognise any of the items listed as being legitimate, you can untick them.

Once you are happy to remove all ticked items, click the "Fix selected problems" icon.

Legal Information:

The Spybot Search & Destroy software referred to in this document is third-party software and is the copyrighted work of Safer Networking Limited. Use of this software is governed by the terms of their end user license agreement, which accompanies the software. Refer to their website (www.safer-networking.org) for further information. 

DGL Information Technologies UK Ltd (DGL) provides this provides this documentation and a copy of the Spybot Search & Destroy software on its website merely as a convenience.  DGL makes no representations about any third-party software, including Spybot Search & Destroy.  When you access non-DGL software, you do so at your own risk. DGL is not responsible for the reliability of any software, data, opinions, advice, or statements made by third-party companies.  The inclusion of the software and documentation does not imply that DGL endorses, recommends, or accepts any responsibility for the use or reliability of any third-party software mentioned.
