 Network Troubleshooting

This document details some common causes of network problems as well as recommendations for increased performance and stability.  These instructions are intended to provide guidance to IT / Network Administrator staff, and is not designed to be a step-by-step tutorial for the end user.

SOFTWARE

BDE Settings

The Borland Database Engine (BDE) is used by Practice Manager for all database access, and must be configured correctly.

From Start, Settings, Control Panel, run "BDE Administrator".

In Configuration, go to Drivers, Native, Paradox.

Check the following settings:

	NET DIR
	Usually 'M:\', but may vary depending on which network drive letter your Practice Manager is set to use.  All workstations MUST have the same NET DIR setting.

	VERSION
	3.0

	TYPE
	FILE

	BLOCK SIZE
	4096

	FILL FACTOR
	95

	LEVEL
	4 

	STRICTINTEG.
	TRUE


From Configuration, System, Init, :

	DEFAULT DRIVER
	PARADOX

	LANGUAGE DRIVER
	Paradox 'ascii'

	LOCAL SHARE
	TRUE

	MAX BUF SIZE
	4096 (Increase to 16384 if PC has 64+ Mb RAM)

	MAX FILE HANDLES
	200

	MIN BUF SIZE
	2048


Click "Object", "Exit" to close and save.  Changes will not take effect until the PC is restarted.

Properly configure virus checkers running on the workstations and file server


A virus checker may cause processing delays if it is configured to check for changes to all files. This could include your database files, even though they are not really vehicles for viruses. If possible, configure the virus checker to scan only executable files. To determine if the virus checker is contributing to performance issues, disable it temporarily and see if database performance increases.   If possible, exclude the following file extensions from all virus scanners: *.DB   *.PX  *.X??  *.Y??  *.MB   *.LCK   *.NET.  If the server has adequate virus protection, it may we worth exclude the entire M:\*.* drive from the workstation scanners.

Disable New File Sharing and Locking Semantics

In Windows 98, open the Control Panel System Icon, then click the Performance tab, then click the File System button, then click the Troubleshooting tab. Tick the box labelled "Disable new file sharing and locking semantics". Some users report that checking the box to disable write-behind caching for all drives may help also. 

VREDIR.VXD and Opportunistic Locking

Run Practice Manager on all PCs.  Go to the Misc Menu, About, Network Settings.

Click on "Check Redirector & Lock Settings".   This will check the several settings, including:
· Microsoft VREDIR.VXD file.  There are known problems with several versions of this Microsoft Networking file, notably 4.00.1113 and 4.00.1114 supplied on versions of Windows 95.  If a faulty VREDIR.VXD file is detected, you will be given a message saying that it must be updated – in which case, please refer to the following Microsoft KnowledgeBase Articles: Q174371 and Q165403

· Checks if "Opportunistic File Locking" is enabled (Win NT4 or higher) and disables it if active– (as described in Microsoft KnowledgeBase Article Q219022)
· If using Novell NetWare, checks to ensures that "popups" are enabled in NetWare to avoid a documented Novell issue.

· If using Novell NetWare, disable Opportunistic Locking (“File Caching”) from the Novell Client utility (See Novell TID 10014212 for more details)

· If using a Linux server running Samba, set “oplocks=no” in “smb.conf”

If any changes were made, you will be asked to restart the computer.  If no messages are displayed, then no changes were required.

If the Practice Manager data is being held on a dedicated server, it is highly recommended that Opportunistic Locking is disabled on the file server as well.

· On Windows NT Server, Windows 2000 Server or Windows 2003 Server, follow the process described in Microsoft KnowledgeBase articles Q219022 and Q102967.
· If using Novell Server, disable Opportunistic Locking on the server so that it applies to all workstations automatically (See Novell TID 10014212 for more details)

· If using a Linux server running Samba, set “oplocks=no” for the correct share in “smb.conf”

Dedicated Servers Performance


If you are storing data onto a dedicated server (such as Windows 2000 Server or Windows 2003 Server), ensure that the server is configured to give priority to "background" tasks.  This is especially importance if you are running Terminal Services.  To do this on Windows 2003 Server, go to "Start, Control Panel, System"  then "Advanced" and click the "Settings" button within the "Performance" section.  Click "Advanced", then ensure that "Background Services" and "System Cache" are both selected instead of "Programs".  (Note: Changing these settings will require the server to be rebooted.)

Use TCP/IP as your default network protocol


Using TCP/IP instead of the slower IPX protocol as your default network protocol can improve overall network performance. 

Firewall Software

If any of the PCs have firewall software etc (such as Norton Internet Security, ZoneAlarm, etc), ensure that the correct range of IP addressed used by your network has been added into the "Trusted" section of the firewall.

Disable Hibernate / Power Save

Ensure that the workstations do not attempt to enter "power save" mode if left unattended, and that users are aware never to use "Hibernate" or  "Standby" modes.

Do not use resource-intensive screen savers on the file server


Make sure your file server is not running a resource-intensive screen saver such as one of the OpenGL screen savers. Whenever possible, choose "Blank Screen" as the screen saver on a file server. Using complex screen savers can impede the performance of the server as it's CPU time is being allocated to drawing images rather than file management. 

HARDWARE

The Physical Network


Table corruption errors can be caused by problems with the local network. If you have problems with your network cards or their drivers, or with your cabling or your hub, you may experience data transmission errors within your network, which can ultimately lead to corrupt data and/or compromise the structural integrity of your tables. To make matters worse, these transmission problems may not even be reported as errors by your systems, or may appear as cryptic errors such as "Unknown internal operating system error".

Check the "collision" indicator on all of the network cards and hub/switch.  If the collision light comes on, then this may indicate faulty network cards or wiring. (NOTE: A collision light on a PC does not necessarily indicate that PC is at fault).

Cabling

Wherever possible, ensure that Cat5e cabling is used instead of Cat5.   This is because the original Cat5 specification did not include limits for factors such as Return Loss, Delay Skew, Fext / PS-Fext, Attenuation, etc.

Upgrade the network to 100mbps NICs, cables, and a switch


100Mbps networking is required for efficient Practice Manager network use.  Using one or more workstations on 10Mbps can degrade performance for all users.  Additionally, if you're network is using a simple hub, consider upgrading to a switch. A switch redirects packets directly to the correct recipient without broadcasting them to everyone on the network (as hubs do) and clogging the pipes with unnecessary traffic -- traffic that reduces the available bandwidth for the real data that you are trying to pass across the network to the file server and back again.

Switch-to-Server Link

If you have a large number of workstations connected to a single network switch, you may end up with a scenario whereby the switch causes a bandwidth bottleneck.  (ie, all the workstations are connected to the switch at 100Mbps, and the switch is connected to the server at 100bps).  This would result in the "bandwidth utilization" of the switch staying near 100%.  In this case, upgrade the switch to a model with a Gigabit  port, and upgrade the servers network card to a Gigabit card as well.  This will increase traffic throughput to and from the server by up to 10 times. (Ensure that the cable from Switch to Server is upgraded to a CAT6 cable to ensure it will work with gigabit speeds.)
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